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Abstract
In this paper we attempt to build computational models of entanglement among the event-
driven computations. The proposed model operates on the notion of dynamics of the events.
This allows selection of entanglement zone that characterizes the area of risks where possible vul-
nerability and, as a consequence, security violations of web application arise. All constructions
for objects are treated as virtual objects. The stated range of issues focuses on computational
technologies used scripts, though other explanatory systems are admissible as well but within
other appropriate contexts.
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Preamble
The mechanism of occurrence of a script injection vulnerability by tangling controlled scripts
events is proposed. A similar eﬀect can obviously be avoided to prevent its emergence by a
special organization of software development. This research can be seen in a broader context,
but then there is a need to develop a model of the evolution of web-based system. An attempt
is done to systematize how the XSS-vulnerabilities arise, and why it is so hard to avoid them in
the real world of the web development application software. In practice, it is possible to oﬀer
special software design patterns, similar to those developed in Google to solve this problem.
Introduction
The current network environment has radically changed information environment [12]. The
most important principles of privacy and information security, which in the recent past are
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respected without any complications, are now systematically exposed to various small and large
disturbance [4], [10]. The past generation of people was formed, regardless of the network. From
now on, when the web mechanisms have begun to play an increasingly dominant role in the
socialization of people, it was tangling in the broad sense of human community network [11].
But since so far the Web infrastructure is created without taking into account the privacy, the
entanglement are at stake, our fundamental freedoms. For example, a book that used to read
by yourself in the privacy of your own mind, is replaced with a device that keeps track of your
reading for the bookseller.
Tangling in a more narrow context of technology is understood somewhat diﬀerently [7]. This
mixing in the actual work on the network competing web browsers, which are often implemented
before the standards they follow are completed, web-based applications that provide users with
the opportunity to participate in e-commerce, a variety of online banking, as well as multiple
types of conﬁdentiality access to information through the Internet. This gives an environment
ripe for exploitation by various technologically savvy individuals in the spectrum from simple
mischief to cybercrime. In this king of tangling resulting losses due to all sorts of technological
deﬁciencies range from identity theft to denial of service, from the inconvenience of work to
large ﬁnancial losses. These conditions create an environment in which security engineers and
web developers need full assistance just to keep up with the variety of emerging and used in
network technology solutions.
Finally, there is tangling generated from features massively used to navigate through the
software network [5], [6] which is usually based on the use of events and the associated scripts.
All this taken together creates environment information of human habitation, which is char-
acterized by the term “tangled web”, and the security management of modern Web applications
oﬀer assistance to persons endowed with an appropriate level of understanding and due for ne-
gotiation in this environment authority . However, there is no understanding of the mechanism
of entanglement and its attendant vulnerabilities, expressed at the appropriate level of abstrac-
tion [2], [3], [14], rather than in terms of short-term technological patches. Versatile enough
to simulate the behavior of abstract design objects oﬀered in [13], and their specialization in
the area of information systems implemented in [8]. Eﬃciency of use for this purpose virtual
worlds settles in [1], as well as an abstract framework closest considered [9].
In this paper we attempt to build computational models of entanglement among the event-
driven computing. The proposed model operates the idea of entanglement based on (t)-
dynamics of events. This allows to select entanglement zone that characterizes the area of
risk where possible vulnerability and, as a consequence, security breaches of web application
performance can occur. Section 1 considers tangling scripts for event-driven computing. Sec-
tion 2 shows the construction of a model representing the dynamics of entanglement. Section 3
discusses the main sources of possible technological tangling.
1 Tangling scripts
The mechanism of entanglement, which is intrinsic to the event-driven computing, gives rise
to a security threat. Mixing occurs when the need for indirect addressing information resource
occurs and rarely in case of direct addressing. In any case, the event handler script is used, which
can be overridden with diﬀerent goals and intentions. At the same time there is a vulnerability
that could lead to disruption of normal operation of the Web application.
Vulnerabilities that allow a substitution by injecting script that are the scourge of web
application development. They are deceptively simple damage of protection, but in large-scale
web designing they are surprisingly diﬃcult to prevent. With the lack of veriﬁcation of the
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data, lack of neutralization or escape within the Web application, XSS (Cross-Site Scripting)
arises, which allows an attacker in the context of the application on the browser side to cause
execution of malicious JavaScript script.
This code is injected and can do whatever an attacker wants using the victim’s privileges.
The use of XSS-vulnerability (XSS-bug) results in a complete, although not necessarily perma-
nent compromise a victim’s session with a vulnerable application.
1.1 The emergence of vulnerabilities
A typical example of code occurs when an application generates HTML-markup code for the
notiﬁcation of the charge to the user when another user invites the ﬁrst one to view photo album.
Formed in a markup language code is assigned to the internal properties of the HTML home
page. If the login is the result of a session timeout, the application returns to the URL, which
the user has visited before the timeout. Using the general procedure for short-term storage
in a Web application, the URL is encoded in the parameters of the current URL. Navigation
between pages is implemented by assigning properties that browsers interpret as an instruction
to move the current window to the speciﬁed URL.
Unfortunately, when the browser navigates to the URL using a kind of scripted form:
JavaScript:attackScript this causes the running of the URL body as a Java Script. In
this scenario, the destination URL is removed from the parameters of the current URL, which
is usually under the control of the attacker (malicious pages visited by the victim, can conﬁg-
ure the browser to navigate to the URL, the attacker selected). Therefore, this code is also
vulnerable to XSS. To correct this bug, we must check that the URL, when it is dereferenced,
did not lead to the execution of the script, ensuring that its scheme is benign, for example, on
the protocol https.
1.2 Entanglement zone
In a more general formulation this is reduced to lay out given below in Figure 1. This ﬁgure
represents the entanglement by script replacement.
According to this scheme, the user is on the old URL, giving him an access to the vulnerable
Web-page by the old script. As a result of the previously described actions, the user, under
the inﬂuence of the attacker, can get into the entanglement zone (indicated by shading). Now,
instead of entering the new URL, the new Web-page and the transition to a new state, the user
gets into the entanglement zone, where he is given a fake URL. This URL of tangling sends the
user to a page of entanglement, turning the whole process into a state of entanglement.
2 Computational model of tangling
First, consider a particular case, assuming that the state is ﬁxed.
2.1 Notational framework
Computational model of tangling is based on a commutative diagram. The notational frame-
work is as follows: T – set of codes; h, hf , h¯ – individual codes from T ; A, B
′, B′′ –
events; t : B′′ → A – mappings of evolving the events (events evolve from A to B′′);
prer, eff : Events → Events – prerequisite of and eﬀect of evolving the events respectively.
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Figure 1: Evolving the entanglement by script replacement.
In spite of its simplicity, as will be shown, this is a suﬃcient notational basis to express
both the transformations and replacement of scripts in case of violation the safe mode of Web-
application.
2.2 (t)-dynamics of tangling
We build a semantic model of functioning the Web-application taking into account its event-
driven scripts. The notion of (t)-dynamics will be in use.
The proposed notational basis is for extending the previous framework: T – set of individual
codes; Script(h), Script(ht), Script(h¯) – scripts from T ; A, B
′, B′′ – events, and URL(A),
URL(B′), URL(B′′) – corresponding hyper refs; t : B′′ → A – attack of tangling (events evolve
from A to B′′);
Tangle(t) : URL(B′′) −→ URL(A)
represents a replacement of URL under attack of tangling (replacement occurs in the direction
from URL(A) to URL(B′′));
prer, eff : Events −→ Events
represents the prerequisite of and (eﬀect) of attack correspondingly. Figure 2 shows the dy-
namics of tangling under a script replacement. Vulnerable, the malicious page from Page(A),
visited by victim, can instruct the browser to move Page(f) to attacker’s selected URL(B′) and
page Paget = Page(B
′) instead of URL(B′′) and page Page(B′′).
Using the scenario eff
eff : URL(A) −→ URL(B′)
the target URL(B′) is extracted from parameters (A, t)) of the current URL(A), which is
completely under an attacker’s control, and starts the script Script(ht). Now, instead of regular
script Script(h¯), the malicious script Script(ht) can be started. This causes the attacker initiated
tangling of scripts ht and h¯, which is reﬂected by equality ht = h¯.
The injected code ht can do all, what is desired by attacker, using the victim’s privileges.
Using XSS-bugs leads to complete (but not obviously persistent) discredit of victim session
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Figure 2: Dynamics of tangling under a script replacement.
with vulnerable application. This opens an opportunity to run the malicious script instead of
regular one.
3 Possible sources of entanglement
In reality, a large and non-trivial Web-application will contain hundreds if not thousands of
branching and merging data streams that are spooled in the storage. Each thread can poten-
tially lead to XSS-bugs, if a developer makes a mistake, related to veriﬁcation of the data or
the escape from the program. The study of all these data ﬂows and the conﬁrmation of XSS
absence is a task of fundamental importance for security, especially in view of the ever-changing
project code base in its active development. We can involve automated tools that use heuristics
to static data ﬂow analysis in the code base. However, in practice, they do not aﬀect the in-
crease in the level of conﬁdence in the assessment of the result of security, since it is necessarily
incomplete and depends on a variety of subjective and objective factors. In addition, there are
diﬃculties associated with purely human factors of evaluation of the integrity of security data
ﬂow system, available across multiple system components, when used in a variety of program-
ming languages, mechanisms RPC of remote call procedures and so on. This should add the
involvement of data ﬂows in traversing their storage diversity over time.
Such restrictions are also characteristic of dynamic approaches to testing. Indeed, it is
diﬃcult to determine whether the test kits provide suﬃcient coverage for the data ﬂow charac-
teristics of the whole system.
Conclusions
As even a brief analysis has shown, the general society and online community in particular, is
on the verge of elimination of all of the fundamental right to be alone with his thoughts.
Constantly growing in volume and diversity of technological solutions used network is in
a state that can be described as a “buildup entanglement”. The mechanism of occurrence
of a script injection vulnerability by tangling controlled scripts events is covered. A similar
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eﬀect can obviously be avoided to prevent its occurrence by a special organization of software
development.
This research can be seen in a broader context, but then needs to develop a model of the
evolution of web-based system. An attempt to systematize how the XSS-vulnerability arises,
and why it is so hard to avoid it in the real world of Web development application software.
The authors hope that this work will stimulate further research.
Acknowledgements
The ideas were discussed in connection with preparing and conducting the International Conference “Applicative
Computational Systems”: (ACS’2012, see URL http://http://jurinfor.exponenta.ru/ACS2012/). Many of
the desires were taken into account but some part of them stay uncovered because this could result in the radical
changes which just causes the writing of some signiﬁcantly distinct paper.
This research is supported in part by the RFBR grants 16-07-00914, 16-07-00892, 16-07-00912, 16-07-00909;
15-07-06933, 15-07-06898; 14-07-00119; 14-07-00087, 14-07-00107, 14-07-00072, 14-07-00054.
References
[1] R. Brown and J. Recker. Using virtual worlds for collaborative business process modeling. Business
Process Management Journal, 17(3), 2011.
[2] Larisa Ismailova. Applicative computations and applicative computational technologies. Life
Science Journal, 11(11):177–181, November 2014.
[3] Larisa Ismailova. Criteria for computational thinking in information and computational technolo-
gies. Life Science Journal, 11(9s):415–420, November 2014.
[4] A.G. Kasprdjak, I. D. Frumin, T.V. Abankina, A. I. Adamsky, V.A. Bolotov, N.V. Vysik, L.N.
Dukhanina, S.G. Kosaretsky, T.M. Kovaleva, V.A. Kurennoy, E.A. Lenskaya, A.N. Mayorov,
M.G. Mokrinsky, A.V. Prokhorov, M.A. Pinskaya, and I. I. Fedyukin. Chapter 11. New School.
Strategy-2020: New model of growth – new social policy. Final report on results of expertise on
contemporary problems of social and economy strategy of Russia for period till 2020 year. Book 1.
– Moscow.: Delo, 2013.
[5] Christoph Kern. Securing the tangled web. Queue, 12(7):40–56, July 2014.
[6] Christoph Kern. Securing the tangled web. Communications of the ACM, 57(9):38–47, September
2014.
[7] Ken Korman. A tangled web. netWorker, 6(4):3–, December 2002.
[8] S. V. Kosikov. Information systems: Categorical approach. Moscow: “JurInfoR-Press”, 2005.
[9] F.W. Lawvere and S.H. Schanuel. Conceptual Mathematics. A ﬁrst introduction to categories.
Cambridge University Press, 1997.
[10] Eben Moglen. The tangled web we have woven. Communications of the ACM, 56(2), February
2013.
[11] Michael Paige. The tangled web: A guide to securing modern web applications by michal zalewski.
SIGSOFT Softw. Eng. Notes, 38(4):39–40, July 2013.
[12] CORPORATE Sachem Web Slingers. Spinning webs into the 21st century. Communications of
the ACM, 40(2):125–128, February 1997.
[13] D.I. Spivak. Category theory for the sciences. Cambridge: MIT Press, 2014.
[14] Viacheslav Wolfengagen. Computational ivariants in applicative model of object interaction. Life
Science Journal, 11(9s):453–457, November 2014.
Computational Model of the Tangled Web . . . Wolfengagen, Ismailova and Kosikov
311
